HiFI-WIN: Hybrid Integrated Fiber-Wireless
Networking for Broadband Metropolitan Area
Access

Vinaykumar Muralidharan Weichao Wang Alexander M. Wyghins

Information Technology and Telecommunication Center
The University of Kansas, Lawrence, KS, USA 66045-7612
Email: {vi naym wei chaow, al exw}@ttc. ku. edu

Abstract—In this paper, we propose a novel HiFi-WiN archi- CO, (i) WAP unit complexity is kept low due to the simple
tecture designed to enhance the error robustness and securitf  conversion between optical and wireless transmission(iand
flrstllast-_mlle broadband wireless access Ilnk_s within a metropoli- the fiber capacity is increased due to the use of an analog
tan service area. The proposed architecture is capable of employ- . L .
ing multi-hop routing for link range extension when attempting OF_’“Ca' _transm|SS|o_n format._ DeSP'te the_se advantf_agme th
to access a mobile user that is not within direct wireless range Still exist several issues with this architecture. Firsiostn
of any WAP unit. Furthermore, path diversity techniques are HiFi-WiN architectures only employ a simple (i.e. single-
employed by the proposed HiFi-WiN architecture in order to hop) wireless access scheme for reaching the mobile users
enhance the error robustness of the first/last-mile wireless links. \\ithin the service area, yielding a decrease in wireless lin
Each of these paths could also be multi-hop links. Finally, an . .
authentication mechanism for the HiFi-WiN architecture, based performz_’:lnce the further the _moblle user is from _the nearest
on an extensible authentication protocol (EAP), is proposed in WAP unit. Second, most architectures do not exploit theiapat
order to secure the network from Denial of Services attacks diversity offered by multiple WAP units, which can be used
that cogld potentially bring down the .entire network: Computer  to counteract the effects of path loss, multi-path progagat
simulations have been generated using Network-Simulator (NS) 44 mylti-user interference. Third, methods of enhancireg t
with the results showing the proposed architecture achieving - J . . .
better performance with respect to wireless link error robustnes secu_rlty of HiFi-WIN architectures with respect t_o dem)_zﬂ-_
and security when compared to other architectures that do Service (DOS) attacks have not been fully investigatediwith
not employ these enhancements, e.g., 30% throughput increasethe literature.
during DOS attacks The rest of the paper is organised as follows, Section I
we outline the proposed HiFi-WiN architectural framework
that consists of the channel assignment stratergies, Myt

Wireless frequency reuse is one solution in order to satisiyansmissions, Path diversity techniques. In Section I w
the growing demand for additional bandwidth from new aneixplain the authenticatin process in the HiFi-WiN netwdrk.
existing wireless services. Although often employed imutat  Section IV we present the Routing protocol implementations
telephony networks, where the data rates between the tenig simulator. Section V and Section VI provides a descriptio
office (CO) and the wireless access point (WAP) units atg the simulation setup and throughput measurements of the
relatively low, applying wireless frequency reuse stregeg network comparing them with the traditional protocols. In
to broadband wireless networks poses new engineering ctegetion VIl we provide some concluding remarks.
lenges with respect to the movement of substantial amounts
of information over large distances within the network. Il. PROPOSEDHIFI-WIN ARCHITECTURAL FRAMEWORK

One technology that can help support wireless frequencyThe general layout of the proposed HiFi-WiN architecture
reuse within a broadband wireless access network is hybigdshown in Fig. 1. The network contains several WAP units
integrated fiber-wireless networking (HiFi-WiN), whereeth connected sequentially along a fiber optic cable that runs
transfer of a large amount of information between the Cfroughout a service area. Unlike Reference [1], the WAPs
and the WAP units, which when compared be separated inythis implementation are attached on a single loop of fiber
distances on the order of kilometers. In this configurationptic cable to facilitate network/service scalability.eTWAP
the fiber optic cables act as “extension cords” between thaits of the network provide wireless access to the mobile
CO and WAP units, where the conversion between the digitaders within the service area, which could be operating one
and analog signals is conducted at the CO. As a result, @inseveral services at different center frequencies. The tw
analog optic transmission format is used for the exchangeeids of the fiber optic cable are connected to a CO, which
information between the CO and the WAP units. is responsible for managing the transmission of infornmatio

The advantages of an HiFi-WiN are: (i) complex digitabetween mobile users and WAP units, as well as acting
processing and network management can be performed atdsea gateway to other networks. To illustrate the difference

I. INTRODUCTION



power supply, e.g., battery pack. The second problem is

Cc;?i::' ‘ latency, where a delay penalty is incurred every time relgyi

is performed. For information that is time sensitive, such
as multimedia traffic, this is a particularly serious praoble
On the other hand, if the relaying operation is restricted
to performing long hops, the impact of latency should be
reduced [2].

3) Example 3 - HiF-WiIN employing Multiple Services:
Another proposed enhancement of the HiFi-WiN architecture
is the support of multiple services by the same infrastmectu
For example, suppose that the HiFi-WiN implementation sup-
ports both wireless local area network (WLAN) as well as the
Fig. 1. Schematic of a HiFiWiN architecture for a metropolisgmvice area. cellular telephony traffic, such as the implementation pesul

in [1]. However, unlike [1], all network traffic is handled lay

single fiber optic cable to support network scalability. Soge
between current HiFi-WiN implementations and the proposefat mobile 31 is a laptop requiring WLAN service while
implementations, we present the following examples: mobile 31 is a cellular telephone. The CO would transmit both

1) Example 1 - Conventional HiFi-WiN approach a con- signals simultaneously down the fiber optic cable to WAP3,
ventional approach, wireless links are formed directlyleen where two wavelength division multiplexing (WDM) demul-
the mobile user and a WAP unit. With reference to the Fig. fiplexers extract the signals. Note that each WAP employs
suppose that WAP1 received information from the CO destinedlough WDM units to handle all the services supported by
for mobile 12, since it is the closest WAP to this mobilethe network. The extracted signals are each transmitted by
In order for WAP1 to communicate the received informatiogvAP3 using a dedicated RF chain that is designed to support
to the mobile, it must first establish a wireless link with @& specific service. If either mobile is out of range of WAP3,
reasonable level of link reliability. To achieve this, WAPImulti-hop relaying can be performed. Otherwise, both mesbil
would adjust its transmit power level such that the signaéceive the corresponding signals.
strength of the link is sufficient for communications. Once 4) Example 4 - HiFi-WiN employing path diversity tech-
the transmit power level has been adjusted, WAP1 transmifiglues: Considering that the HiFi-WiN architecture can be
the information to mobile user 12. employed in a metropolitan area, such an environment can

Although this approach is straightforward, it has the disagotentially lead to poor channel conditions between the WAP
vantage of decreasing the level of spectral reuse througheu unit and a mobile due to multipath propagation, shadowing,
network. For instance, if WAP1 was suppose to communicag@d other impairments. To mitigate the effects of distartio
with mobile X2, the transmit power required to reliably reacintroduced to an HiFi-WiN implementation by the wireless
this user will result in a very large transmit radius. As autes channel, several researchers have proposed the use of a sim-
the spectrum used to transmit the information to mobile Xgle path diversity scheme called macro-diversity [3-5]r Fo
cannot be used by any other device within this radius. instance, suppose that mobile 33 does not have LOS corslition

2) Example 2 - HiFi-WiN employing multi-hop relaying: with either WAP2 or WAP3 even though it is within range of
One of the proposed enhancements to the HiFi-WiN architdeseth WAP units. To enhance the reliability of the wireles i
ture is multi-hop relaying, where the two ends of a wireledsetween mobile 33 and the network, the CO can send the same
link are connected via several intermediate relaying nesbil signal to both WAP2 and WAP3 for transmission to mobile 33.
Suppose we refer back to our example in Fig. 1 with respe&$ a result, mobile 33 can use the resulting spatial diyersit
to WAP1 transmitting information to mobile X2. Instead oo improve the link reliability.

WAP1 increasing its transmission radius, which results in aHowever, macro-diversity depends on the mobile being
reduction of spectral reuse, it can employ multi-hop reigyi within range of two or more WAP units. Building upon
between itself and mobile X2, with mobile 13 relaying th¢he idea of an HiFi-WiN architecture employing multi-hop
signal. With the CO coordinating the multi-hop relayingngsi relaying, the proposed implementation is designed to sitippo
radio control channels, WAP1 transmits to mobile 13, whicimore advanced path diversity techniques that use a combi-
in turn retransmits that same signal to mobile X2. As a resuftation of transmission via several WAP units and multi-hop
the signal is received by mobile X2 and the spectral reuse relaying, such as cooperative diversity or multi-hop dsitgr

the network is relatively unaffected. For example,in order to communicate with X3, WAP2 would

Although the coverage of a network, including the HiFitransmit the signal to mobile 23, which would in turn relay
WIN implementation, is greatly enhanced by multi-hop rethe signal to X3. Similarly, WAP3 would transmit to mobile
laying, this technique suffers from two problems. The fir®3, which would relay the signal to mobile X3. As a result,
problem is power consumption, where the cooperating mebileoth wireless paths would experience different amounts of
must expend power in order to assist the relaying operatiatistortion, providing the necessary diversity to enhartoe t
This is particularly important if the mobile uses a limitedink reliability.




Subband for Subcarrier link simplified. Second, with the supported bandwidth of the RF

WAPI to mobile section of each WAP unit being much smaller than the service
Service A Service B bandwidth, the service bandwidth is subdivided into sulbsan
—- J ______ 1 — — — — — = Each subband has a bandwidth that is supported by the
| || | WAP RF section, and each subband per service bandwidth is
| | dedicated per WAP unit. As a result, all the WAP unit needs
! II L to do is filter out its subband and transmit it. Finally, withi
e j  e—— < —— - each subband is a collection of subcarriers, which correspo
: Frequency to each communication link between the network and a mobile
(a) Single wavelength per service approach user. Thus, if the channel assignment strategy needs tagtlo
a signal to a mobile, it simply assigns that signal to the WAP
Service A Service B unit(s) closest to that mobile.
— T -_—F—— = —— — — | Note that the proposed channel assignment support strat-
| [ || egy can also assign multiple wavelengths to a service if its
| I || | bandwidth is heavily populated. For example, in Fig. 2(a),
I L Service A has several subbands allocated to its single wave-
—_—— = — 5, = — — — T length. To balance the spectral occupancy and make WDM
Frequency extraction/coupling simpler, the proposed channel asségri
(b) Multiple wavelengths per service approach algorithm allocates two wavelengths to Service A, as shown
in Fig. 2(b).

Fig. 2. Frequency domain schematic of channel assignmentwptioiposed . . .
Hi?:i_WiN arghitect{,re_ 9 opteop B. Multi-Hop Relaying Transmission

With the channel assignment strategy implemented, the

network has the potential to increase its coverage thraugho

To incorporate these proposed enhancements into the Hiffa service area usingulti-hop relaying To reduce the setup
WIN architecture, the CO must be capable of assigning chafine of the relaying paths, only the CO decides on and sets
nels quickly and efficiently. up the communication multi-hop paths, implementing those
. . . . . _decisions via radio control channels. The algorithm which
A'. Chann_el Assignment Strategies for Multiple Service 'H'Fbecides on these paths would need the location information
WIN Architectures of all the mobiles within the network, their supported seevi

Channel assignment strategies [6-15]are designed to effpe, and the channel conditions between pair of wireless
ciently allocate communication links to available porSoof transceivers, i.e., WAP units and mobiles.
spectrum within the network as well as the appropriate WAP In the proposed architecture, all mobile hosts (MHSs) in a
units. Within the context of an HiFi-WiN architecture, theWAP service area take part in the topology discovery, winerei
channel assignment strategy is performed at the CO. A gfrateach MH regularly sends to the WAP unit information about
employed within a HiFi-WiN architecture will potentiallyse the beacon power received from its neighbors. This informa-
the following information for deciding a channel assignmention is used by the WAP unit to estimate distances between
(1) the total number of mobile users, (2) the total numb@iHs. For best-effort communications, all transmissionarsh
of WAP units, (3) the number of supported services, (4) tree single data channel and a single control channel. An on
amount of available optical bandwidth, (5) the bandwidtbemand approach is used in the routing protocol. When a
constraints of the WAP units, and (6) the mapping of mobilsource A has a packet to send to the destination B to which a
users to WAP units based on some metric, e.g., receivedisigpath is not known, it sends a route request packet to the WAP
strength. Given these six inputs, the channel assignmeit stunit over the control channel. The WAP unit responds with a
egy must decide on an allocation that supports low complexitoute reply packet containing the route, which is sent back t
implementations of WAP units, makes efficient use of opticalode A over the control channel. The route is computed using
bandwidth, and yields a computationally efficient assigninean ad-hoc routing protocol approach. The source A upon the
process. reception of the route reply packet transmits the data packe

The channel assignment strategy employed in the proposeith the entire route information contained in it, to the nex
architecture is based on the principle of grouping. Fig. Rode on the path. The WAP unit also chooses the data channel
shows a frequency domain example of the proposed strategly.which the transmission can take place.

First, communication links belonging to the same serviee ar ) ) ) ) )
grouped together in the same bandwidth, and are assigl%d!:’at_h Diversity Techniques for Enhanced Wireless Link
a dedicated wavelength known throughout the network. FBeliability

example, in Fig. 2(a), Service A is supported By while With the proposed HiFi-WiN implementation supporting
Service B is assigned.. By assigning each service to amulti-hop relaying, the next step is to devise techniqued th
wavelength, the WDM process for each WAP unit is greathwyould enhance link reliability between the network and a



mobile by employing the principle of diversity. With sevkera
mobiles out of range from the WAP units, the only way to
reach them is using multi-hop relaying. Suppose that skvera
hops in a relaying path experience poor channel conditions.

Thus, some distortion has been introduced to the relayed st pu
signal. To correct for this, if the same mobile receives sdve r
. . . . From RF
copies of the same relayed signal transmitted throughrdiite Transmit” Receiver
paths, it could improve the received signal. This process is
called path diversity To employ path diversity within the Fig. 3. Schematic of an HiFi-WiN fiber-wireless interface.

proposed HiFi-WiN framework, the process requires the same
information that is used to perform multi-hop relaying.

To perform path diversity [16], the proposed architecturef O/E converter is also passed through a notch filter, with
needs to determine the closest WAP units to the target mobilee rejection band located &j,. This signal is then spliced
Once these WAP units have been determined, the multi-hmgether with the received signal from the RF chain. Once
relaying algorithm is applied between the target mobile arile RF combiner has merged the signals together, the siginal i
each of the WAP units to determine the best relaying pathenverted back into an optical signal through an electriicap
between the network and the mobile. To keep the complexitpnversion (E/O) and fed into the fiber optic cable through a
of the mobile to a minimum, the CO can pre-distort the signstyDM multiplexer. The signal then passes through each of the
prior to transmission such that the mobile would not neegmaining WAP units attached to the fiber optic cable prior to
to employ complicated signal processing techniques inrordeturning to the CO for processing.
to recover the information. As a result, channel estimation
techniques are needed to extract the transmission comglitio
over the relaying paths. In a network employing multihop communications [21],
malicious nodes can bring down the network in one of several
ways, e.g., blackholes, impersonation attacks, deniakofice

1) Optical Transmission FormatAnalog transmission has attacks, passive attacks, battery exhaustion attacksudin a
stringent requirements on the carrier-to-noise-ratioRENnd case, an authentication and encryption mechanism should be
the signal quality is susceptive to nonlinear transfer abtt@r- in place to eliminate these malicious nodes from the network
istics of the system [17]. In general, digital data format is The routing protocol employed in the proposed architecture
preferred for long distance optical transmission systears fuses anenhanced authentication protoc¢EAP) authenti-
their high tolerance to channel degradations and theiitybilcation mechanism [22-24], where the supplicant negotiates
to be regenerated, analog optical systems are often usedvith the type of security protocol to be used using the EAP
local and metro area networks because of their simpliciBrotocol. It provides credentials using the agreed seacurit
and low bandwidth requirement. Although both digital anehechanism to the WAP unit or undergoing the authentication
analog transmission formats can be used in the propogsithse. The WAP units servicing the source and destination
fiber-wireless network, we only consider analog transroissi nodes negotiate the session keys to be used with the endrypte
in this work, thus avoiding the requirement of ultra highlata. Here, each device in the hybrid network is connected
capacity DWDM systems and the complications due to hige its corresponding WAP unit within range and employs
speed data multiplexing and demultiplexing. As a resulg ththe authentication mechanism of the WAP unit to reach its
system will be able to support multiple WAP units and mobilaeighboring WAP unit. The EAP protocol is used within the
users employing different services with only a few wavetangWAP unit service area to identify the security mechanism
channels. that is used within that area. If the WAP unit servicing the

In order to minimize the impact of fiber chromatic dispersource node is different from that of the destination note, t
sion and increase optical bandwidth efficiency, opticafjigin source node might agree on its own security protocol and the
sideband (OSSB) modulation can be employed in the opticdstination node may agree on a different protocol. The WAP
transmitter of each WAP unit [18]. Since an OE-EO conversiamit will make the changes in transmission of the packets in
is needed at each WAP unit, modulation nonlinearity afuch a network.
optical transmitters will be accumulated along the systera- ) o
distortion can be applied in the RF domain to minimize intef>- G€neric Authentication Process
modulation distortion [19, 20] When implementing secure integration of a heterogeneous

2) Optical-Wireless Interface:Referring to Fig. 3, the network [25-28], such as the proposed architecture, three
WDM module extracts a service wavelength of bandwidttasks needed to be considered: d&yeloping a generic secu-
Bservice @and undergoes optical-to-electrical (O/E) conversionity management protocol that can span the network clpuds
Following the conversion, the subband at frequerfgythat (2) developing an efficient resource monitoring and planning
corresponds to this WAP unit is extracted by a bandpass filmechanism and (3) creating techniques to defend against
and sent to the RF chain for transmission. The same outgotlusive attacks

Il. HIFI-WIN AUTHENTICATION PROCESS

D. Physical HiFi-WiN Implementation



A generic authentication process has six major phases. — -
. . . . Transmission of data by the Localhost in the
Bootstrappings the first phase, where a supplicant is securely HiFi-WiN fiber Backbone. (TCP or UDP)
provided, either offline or online, with something that ibsid
have (a key) or something that it should know (a password)

those authenticators would trust as a proof of the supplican 8s
eligibility to access protected resources or offer servi@ece — ,
. . . . Source verification and Hash value generation
the bo.otlstrappmg phase is completed, th(nT su_pphcant dyrea based on Flowid-Srcid-Destid
to participate in the network. Th@re-authenticatiorprocess is |
where a supplicant presents its credentials to an auttaotic BS TX. ll Ji
in an attempt to prove its eligibility to access protected Hash Valie
resources or offer services. Once the supplicant’s creasnt transmission with the Update the
are verified, acredential establishmergrocess is invoked to packet fransmission
establish the supplicant’s new credentials, which it wiewas \
a proof of its identity and as a verification of its authorized W,Hggejs =\
state thereafter. \
A credential could be a symmetric key, a public/private key Message decode from Hash using the key ,

Act according to Routing Protocol and send to

pair, a commitment of a hash key chain, or some contextual sy B L el s ) D

information. The established credentials might be taggitid w
an expiry date after which the supplicant has to re-negptiat Wireloss N
a new "certificate” of credentials. Upon success of all of the RX. A
steps above, a supplicant is considered authenticatedhwhi
means that it is authorized to access resources protected by At the Receiver decode the data and send an
the authenticator. Within the authentication state, athoui- ACK back to the Sender.
nications between the supplicant and the authenticatou-is a L.
thenticated by the source and validated at the destinasimgu
the established credentials. While authenticated, a St@ls  Fig. 4. Authentication process employed in proposed HiFN\fchitecture.
behavior ismonitoredfor fear of it being compromised or mis-
behaving. A compromised supplicant may get its credentials
revokedor its re-establishmenbf credentials request denieding the initialization state to the service-access reaquénets
when its credentialexpire In both cases, the supplicant isadvertised by each service. If none of the services mateh, th
isolated from the network. In this paper, we will focus oupplicant goes back to the discovery state. At the end of the
node-to-node authentication. selection state, a supplicant has a list of matching addessi
L services that are of interest to it.

B. Node Authentication Phase The next state is thauthenticatingstate. The supplicant
There are several states that a supplicant can assume duriggs the tools it was supplied with during the initializatio
the authentication process. The first stattalizesthe suppli- state to attempt to authenticate to the authenticator. df th

cant. In this state, the supplicant is usually supplied witks- authentication process was successful, the supplicanésrtov
essary tools to carry on an authentication function. Theskst the authenticated state; if it fails the supplicant goekathe
could be supported authentication protocols (e.g., TESLAiscovery state. Within the authenticated state, the sl
802.1x), authentication credentials (e.g., signed ceatifis), is consideredrustedand is given appropriate access privileges
or identities of trusted entities. At the end of the initzaliion to resources protected by the authenticator. The supplisan
state, a supplicant has all necessary tools to authentw@e bootstrapped with credentials that can be used to prove its
authenticator [24]. access rights from there after.

Once a supplicant is initialized, it is ready to move on Following the authenticated state, the supplicant fretipyen
to the next state, which igliscovery During the discovery enters anevaluation state where its behavior is examined.
state, a supplicant scans for reachable services of inter@ased on the outcome of the evaluation process the supplican
Each available service is expected to advertise its preseould either return back to thauthenticatedstate (i.e. well
and list service-access requirements. A reachable seiwicebehaving) or is put undegrobation(i.e. selfish or malicious).
one that is capable of directly making the supplicant awafhe probation state comes next, in which the supplicantente
of its presence (e.g., through periodic advertisements}hé as a penalty if it was determined to have behaved inappropri-
end of the discovery state, a supplicant has a list of redaehahtely. Eventually, the supplicant would be re-evaluated an
services and the service-access requirements for each.  given a chance to recover.

The following state is theselectionstate. Based on the
list of reachable services and the service-access reggiitsm
of each, a supplicant filters accessible services of interes The routing protocol used is similar to the base station-
The supplicant matches the tools it was supplied with duassisted routing (BAAR) protocol. This protocol is imple-

IV. ROUTING PROTOCOLDESIGN



mented by integrating the EAP with BAAR protocol shown
in Fig. 4. The source agrees with the WAP unit on the au-  1000-

o : i : %
thentication mechanism using the EAP protocol and trarssmit \‘.f.‘_‘
to the WAP unit on a random access channel (RACH) for )/ w}}&. a3

o ; ot 800 — S "QA\"‘&
establishing a connection to the network. The authentinati s NN IO, S
server present in the WAP unit authenticates the node [29] /)1‘;‘@2"%5}3{.\ NS

. . . RSN s

Upon authentication, the node will send a request on the soo | A~ N

destination it wants to communicate if the destination is 2
present within the service area which is checked by the WAP <
unit using its HLR and VLR then obtains a route on demand. > 400l
Then, the route is sent to the source node. If the destinatior
node is present in the same service area, the packet islgirect
encrypted and transmitted in an ad-hoc mode. If the degimat 200-
node is in another service area, the packet is transmitted t
the WAP unit, which transmits to the WAP unit servicing
the destination node. The transmission is then commumicate Or
to the destination node from the WAP unit using multihop ; ; i i i i
communications. 0 200 40())( _Axiseoo 800 1000
The routing protocol uses Heirarchial Addressing, scheme
of addressing structure is used in the network by which th®. 5. Example layout of a metropolitan area-based HiFi-Withiecture
nodes are registered to a single BTS or multiple BTS usirgwploying 8 WAP units (blue) connected with fiber links and 300bile
the addressing struc- ture. The routing information foreafir "°4es (red) with transmission ranges indicated.
nodes are based on connectivity of the topology, i.e how
are nodes connected to one another through links. Howeve
wireless nodes have no concept of links. Packets are ronted i
a wireless topology using their adhoc routing protocolsalvhi 2
build forwarding tables by exchanging routing queries aghon
its neighbours. So in order to exchange pkts among thes: _
wired and wireless nodes base-stations are used which act zé 15
gateways between the two domains. The addressing provide g
different levels of hierarchy for data exchange betweeresod
in the same cluster and are in the format similar to IP
addressing. q

1+

Time (s

—¥— Single Path Routing

V. SIMULATION SETUP 0.5 —©—Dual Path Routing
. . . . 3 —+— Multipath Routing (3+
Simulations were performed in ns-2.31, employing the
CMU wireless models for simulating multi-hop wireless net- o} . . - : : s . 0
works with physical, data link, and MAC layer models. Number of Connections

The distributed coordination function (DCF) from the IEEE

802.11 standard was used in the MAC layer. The radii modg$- 6. Route computation time graph shows convergence of paifti
employed characteristics based on Lucent WaveLAN prOdual.Jtmg to the single path routing with increase in the numdferonnections.
The network possessed an overall service area006 x

2000m, with a simulation runtime ranging from 100 to 300using the network discovery protocol (NDP) implemented in

seco_n(:_s. Th? S.'”;E'%UXB mvgtstlgated atHlel—_W|N a_rchlu%:_tb C++. AODV routing protocol [30] is used for routing the data
consisting of €lg units connected via a singie Mbel, -y ets to the mobile nodes from the WAP units.
loop. The network supported up to 300 wireless nodes that

were randomly placed throughout the service area. Note that VI. SIMULATION RESULTS

all of the wireless nodes were assumed to be stationarynBuri ) )

each simulation runtime, 100 TCP/UDP connections wefe Route Computation Time

generated at random between a pair of wireless nodes withifThe route computation time between the routing protocols

the network. An example of our simulation network layout isvas measured using the number of simultaneous connections

shown in Fig. 5. that were generated. The protocol employed by the proposed
The hierarchical addressing was employed in the netwoakchitecture is compared with a simple OSPF route compu-

to help with integrating the wireless nodes with the WARation. From Fig. 6, we can see that the routing protocol

units, which follows theDonai n. Cl ust er. Node pattern converges to the same approximate time when the number of

of generating the addresses. These addresses are genecatedkections are high which are expected in a network across



TABLE | L ‘ ‘
THROUGHPUT COMPARISION FOR DATA PACKETS WITH AUTHENTICATI® #— Without Authenticatio
—6— With Authentication

AND WITHOUT AUTHENTICATION ENTERING ON TO THE NETWORK o_gé’\e\e\g\(
Num Malicious Nodes  Sim No Auth  Sim with Auth 3

5 0.9176 0.9614
10 0.8913 0.7574
20 0.8467 0.9354 2 0.5
30 0.7832 0.926 =
40 0.6743 0.9148 g

£ 08

boundaries.

The protocol initially took more time to compute the routing
path since its design involves more route discoveries anc
route maintenance relative to simple OSPF. However, wher .. ‘ ‘ ‘ ‘ ‘
the number of connections increases the time taken for route  ° 10 1S umbet Malicieas Nodes ® 40
discovery and maintenance gets averaged out. The route com-

putation times shown in the graphs are average times over T 7. Throughput graph showing the percentage qualityaté avith and
simulation runs with out authentication of nodes arriving at the receivirgles.

0.7

B. Throughput Measurements

The trace files are then analyzed for throughput by analyzifignulation model is analyzed for throughput at a particular
the number of packets that are reaching the destination wif€iving node which employs an error model that is varying
and without the authenticator. Table | clearly shows that tfPVer time to simulate the characteristics of channel fading
authenticator in place increases the throughput of theesyst From Fig. 8, we observe that the single path routing protocol

Since the malicious nodes are generated at random s not perform well in the time-varying conditions as i ca
seed in the generator is such that the nodes get generdtedyide only a single route to the destination node from the
in the middle of the network where the back bone is locate8ource node. The protocol only reaches maximum throughput
Hence, when the number of malicious nodes increases we 8é@nly a few time instances when the amount of error is
a significant packet loss. If the malicious nodes are locatedat & minimum. Conversely, the path diversity-based prdtoco
the farther end, its impact will be much lesser than what wgaintains nearly a maximum throughput level due to the
see in Table I. Also the authenticator increases the thipuigh transmission of same packets from different neighboringeso
significantly as the malicious nodes are eliminated from thighich provides additional redundancy to the communication
system. The error we see in the authenticator is due Rgtween two nodes, increasing the data quality at the des-
the use of wireless physical channel of the ns-2 simulatidifation nodes. When the error-rate is high, the single hop
model which implements a default channel error model f@erforms very badly which is understandable due to the exces
dropping the packets. Hence we see that the authenticaf@@e in the channel. However, this does not influence theimult
BAAR protocol will provide a high amount of throughputPath routing approach as the packet gets received from some
which is a necessary requirement for any service. other route to the destined node and the destined node gets it

Fig. 7 clearly shows the performance of the authenticator #ta.
the system to the degradation of the system due to the mali-
cious node attacks without the authentication mechanisen. W
can see that the throughput increases as the number of droppe
gets reduced. In the case of malicious nodes making TCP SYN proposed HiFi-WiN architecture is capable of en-
attacks the authenncator in place reduces the thrqugNm]_, abling ubiquitous broadband wireless coverage throughout
the goodput .("(.3" amqunt of correct trans.m|s_3|ons W'thcﬁ'?ietropolitan service area that can support a large number
any retrqnsmssmn) using the TCP cqnnectlpn Increases. mobile users. Combined with multi-hop routing and path
communication overhead is more but is required for the yafegiversity, the first/last mile of the communications linkgw

of data transmission. these mobiles can be made more reliable as well as extend
C. Path Diversity Results their overall transmission range.

VIl. CONCLUSION

Fig. 8 presents the network throughput when the proposed
architecture employs a path diversity routing approactsoAl ACKNOWLEDGEMENTS
shown is the result of the network performing a single path
ad-hoc routing approach. Ad-hoc on demand distance vectoiThe authors would like to thank Dr. Rongqing Hui for
(AODV) routing is chosen to be the traditional protocol fohis insights on the physical implementation of the fiber opti
this comparison. The trace file obtained through the nse®mponent for the proposed HiFi-WiN architecture.
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